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The roots of the United States Coast Guard
date back to 1790, when President George
Washington signed the Tariff Act, authoriz-
ing up to 10 cutters to enforce customs laws
and collect revenue.

Then-Secretary of the Treasury, Alex-
ander Hamilton, urged the creation of the
Revenue Cutter Service because he under-
stood that “a few armed vessels, judiciously
stationed at the entrances of our ports,
might at a small expense be made use-
ful sentinels of the laws.” This 226-year-
old quote from Federalist Paper No. 12
illustrates our founding father’s vision.
Hamilton knew of the maritime advan-
tage: the power of harnessing this nation’s
most important geographic attribute—
our waterways. The United States is truly
blessed with a latticework of inland water-
ways that run east and west, north and south,
connecting our nation’s heartland with deep-
water ports and global maritime commerce.

U.S. Coast Guard

Many of the improvements in marine safety,
security, and environmental protection
throughout history were prompted by key
events or maritime industry innovations.
These “game-changing” events were, too
often, major accidents that led government
safety officials, as well as industry leaders, to
take a closer look at the standards for the safe
construction and operation of ships. Standards
have also been developed and implemented
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Commandant’s
Perspective

by ApMIRAL PAUL F. ZUKUNFT
Commandant, U.S. Coast Guard

Indeed, Hamilton had a vision, but there
is no way even he could have envisioned
what was to become of our Maritime Trans-
portation System (MTS) today. We enjoy one
of the largest systems of ports and waterways
in the world—25,000 miles of waterways that
connect about 1,000 harbor channels, more
than 300 ports, and 3,700 terminals. Our
MTS accounts for more than $4.5 trillion of
our nation’s economic activity on an annual
basis and supports 250,000 American jobs. It
is the envy of the world.

In the Coast Guard’s 226 years, we've
faced countless “game changers” that
impacted how we safeguard and secure our
MTS. Ships went from wood to iron, and
sail to steam, and signal flags to radios. Con-
tainerization was also an incredible game
changer. Then, consider external events; like
the tragedy of 9/11, which led to the Interna-
tional Ship and Port Facility Security Code
(ISPS) and Maritime Transportation Security

Champion’s
Point of View

by MR. FrRaNCIS J. STURM
Deputy Director, Commercial Regulations and Standards

to keep pace with game-changing technology
introduced into the maritime arena.

Our vision for this edition of Proceedings is
to provide you, the reader, with information
about some of these key events and current
industry trends causing standards to evolve,
and some early indicators of potential future
game changers.

One author writes about the sinking of the
Marine Electric off the United States’ east coast,

www.dco.uscg.mil/Proceedings/



Act (MTSA); or the Exxon Valdez oil spill, which prompted
OPA-90 legislation.

Today, we find ourselves on the precipice of yet another
game changer.

Technological advances have fueled unprecedented
growth and efficiency in our globalized economy. We have
witnessed incredible advances in our MTS, without which
we would not see the $4.5 trillion in economic activity refer-
enced earlier. When I visited Long Beach Container Terminal,
I feltlike I was watching a George Lucas production—though
Star Wars was set a “long time ago,” I was definitely witness-
ing the future. Everything is automated. Automated vehicles
move the containers to the automated stacking cranes that
sort and stack, and when the battery is low, the vehicle drives
itself to the charging station.

Our entire MTS is inextricably linked to information tech-
nology—everything from navigation, communications, engi-
neering, cargo tracking, vessel loading, ballasting, weather
forecasting, vessel routing, safety, and environmental control,
not to mention security monitoring, fire alarms, and flooding
control. All of this relies on technology. When I think of how
much has changed since I stepped foot on my first ship, Coast
Guard Cutter Taney, some 40 years ago, it boggles my mind.
And yes, if you were wondering, the same Taney that is now
a museum.

These advances are not slowing down. In fact, they are
speeding up. In 1984, there were 1,000 objects connected to
the internet. In 1992, 1 million. In 2008, 10 billion. In 2020,
this number is expected to grow to 50 billion. It’s Moore’s
Law: the growth and complexity of technology is accelerat-
ing at astounding rates, and we humans struggle, no doubt,
to keep pace.

For all this amazing progress, of course, there is risk.
Exploitation, misuse, or simple failure of cyber systems can

which was a game changer for marine safety that led to new
safety requirements for ships, changes in the way the Coast
Guard conducts its marine safety responsibilities, and the cre-
ation of the USCG’s rescue swimmer program.

Other authors lay out the background behind the creation of
the Oil Pollution Act of 1990 and ensuing regulations. They also
address the IMO ISPS Code and MTSA legislation for a huge
suite of maritime security requirements, the STCW convention,
and regulations improving medical standards associated with
obtaining a Coast Guard merchant mariner credential.

You can read about how events like the Deepwater Hori-
zon accident have impacted the offshore industry, leading to
changes in safety standards for the MODU Code and vessels
with dynamic positioning systems.

We have articles that focus on relatively new standards,
or works in progress, to address impacts of shipping on the
environment, including ballast water management to control
the transmission of aquatic nuisance species and reducing air
emissions through the use of batteries or alternative fuels to
propel ships.

www.dco.uscg.mil/Proceedings/

derail vital activities and cause massive financial losses. Most
importantly, it can cost lives.

These risks are not theoretical. In 2012, more than 120 ships
experienced malicious jamming of GPS signals and a num-
ber of major Asian coast guard vessels were impacted by the
event. Mobile offshore drilling units have driven off-station
due to disruption to their dynamic positioning systems. In
Europe, organized crime has reportedly exploited a container
terminal’s system to facilitate drug smuggling.

The cyber domain poses some of the most difficult eco-
nomic and national security challenges we face as a nation
today. Indeed, challenges in the cyber domain are the next
big “game changer.”

The Coast Guard has a long history of working with the
maritime industry, as well as federal, state, and local gov-
ernment stakeholders, to address risks associated with new
threats and technologies. Today, guided by our strategy, we
take on challenges in the cyber domain. Area maritime secu-
rity committees evaluate cyber threats alongside more con-
ventional risks as they evaluate security risks in their ports.
And we work with the International Maritime Organization
to provide cyber risk management guidance to vessel and
facility operators to safeguard and secure our vital MTS, as
well as the global industry.

Guided by the tenets of our Cyber Strategy, the Coast
Guard has embraced this new “game changer.” In coopera-
tion with all of our maritime stakeholders, the United States
Coast Guard will continue to adapt, as we have for more than
226 years, to meet the challenges of today and tomorrow, in
the cyber domain and beyond. This is yet another “game
changer” we will meet—head on.

Semper Paratus!

We also have articles about alternatives to conventional
methods used in safety regulations, including the use of third-
party organizations to inspect towing vessels on behalf of the
Coast Guard, the use of industry standards instead of regula-
tions for parasailing boat safety, and the evolution of the pro-
cess the Coast Guard uses to develop regulations.

Several authors address cybersecurity challenges that have
come to light over the last five years. Another author explains
how the insurance market is dealing with many of these evolv-
ing maritime industry risks.

You can read about future game changers like the possibil-
ity of autonomous vessels, developments in robotic hull clean-
ing, and a speculative view on how vessel safety inspections
may look in 2050.

Finally, a bonus section focuses on leadership challenges in
the maritime community.

We hope these articles give you an appreciation for events
that changed the way marine safety has been, and continues to
be, improved in the U.S. and around the world.
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Past Events

Exxon Valdez and OPA 90

How congressional reaction to a major oil spill
changed the U.S. Coast Guard

by CAPT Dennis L. BRYanT
U.S. Coast Guard, Retired

The tanker Exxon Valdez departed the terminal at Valdez,
Alaska, on March 24, 1989, carrying 55 million gallons of
North Slope crude oil to the Long Beach, California, refin-
ery. Several hours later, the tanker grounded on Bligh Reef
in Prince William Sound, spilling about 11 million gallons
of its cargo.

The master had retired to his cabin shortly before to get
some rest. The third mate, also possibly exhausted, was not
certified to pilot the tanker unsupervised in Prince William
Sound. After leaving the channel to avoid ice, the tanker

was not promptly navigated back to its proper course, and
it grounded on the charted and marked rocks.

While the Alyeska Pipeline Service Company had basic
spill response equipment stored at the Valdez terminal, the
equipment had recently been removed from its barge for
maintenance purposes. In addition, response personnel
had not been provided proper training in the deployment
and use of the equipment. Thus, when the grounding and
spill occurred, there was no meaningful and immediate
response.

The Exxon Valdez remains in place
in Prince William Sound after running
aground. The grounding resulted in
the largest oil spill from a ship at the
time. U.S. Coast Guard photo

&

EXXON VALDEZ
WILMINGTON DEL

www.dco.uscg.mil/Proceedings/



Under the Federal Water
Pollution Control Act (FWPCA),
the U.S. Coast Guard was
the lead federal agency with
respect to maritime oil spills,
yet had only limited authority
to force polluters to take action
in the event of a spill. While the
Coast Guard had the authority
to take over, or “federalize,”
the spill response, it had lim-
ited personnel and funding to
undertake this course of action.
Monies from the Oil Spill Lia-
bility Trust Fund could not be
used to defray the expenses, as
response to this particular spill
came under the Trans-Alaska
Pipeline Liability Fund, which
proved wholly inadequate.

For a variety of reasons—
including public outrage to the
oil spill and heavy pressure
from the federal and state governments—the Exxon Oil
Company agreed to waive its limit of liability, fully fund
the response effort, and assume responsibility for personal
and civil damages. Costs quickly rose into the millions. This
became the largest oil spill in U.S. history to that date in
terms of volume and environmental impact.

Congress quickly became aware of the shortcomings of
the current system for reducing the risk of marine oil spills
and minimizing their impacts. A number of House and Sen-
ate committees conducted hearings, and some old bills that
had failed in previous sessions of Congress were dusted off
and reintroduced. New bills were drafted and introduced to
address particular issues as they were identified.

Working to prevent, improve response

The U.S. Coast Guard and the International Maritime Orga-
nization (IMO) had been discussing the concept of double
hulls for several years, but there were unresolved concerns
about the overall safety of such a measure. Congress had no
such concerns, and a bill mandating double hulls on new oil
tankers gained broad support.

The inadequacy of the initial spill response drew heavy
criticism, prompting the introduction of bills to establish
standards for spill response equipment and response per-
sonnel training. In addition, a bill was introduced to autho-
rize the Coast Guard to mandate that polluters immediately
respond to spills, and oversee that response.

Another bill was introduced to combine the three sepa-
rate oil spill liability trust funds into one. Limits of liability
were raised and the elements of liability were expanded,
while exceptions to liability were reduced.

www.dco.uscg.mil/Proceedings/

tanker Exxon Valdez. U.S. Coast Guard photo

Eventually, all of these separate bills were combined
into one and titled the Oil Pollution Act of 1990 (OPA 90).
Congress unanimously voted to pass the measure on
August 18, 1990.

President George H.W. Bush delegated most of his
authority under OPA 90 to the secretary of transporta-
tion, Samuel K. Skinner, who further delegated authority
to the USCG commandant, Admiral J. William Kime. This
delegation to the Coast Guard was the largest single new
regulatory tasking in its history. It involved more than
40 rulemaking projects and 10 major studies. Some of the
projects had statutory deadlines that were impossible to
meet as a practical matter. In addition, the taskings placed
the Coast Guard under unprecedented public and political
pressure.

In order to allow personnel charged with implement-
ing the taskings to focus on their assignments, Admiral
Kime established two special groups. The National Pol-
lution Funds Center was charged with consolidating the
disparate pollution trust funds and implementing the new
consolidated Certificate of Financial Responsibility (COFR)
program. The OPA 90 staff was charged with implement-
ing all the other taskings. Composed largely of volunteers
from throughout headquarters, the OPA 90 staff was autho-
rized to borrow other federal and state employees and hire
contractors to perform clerical and administrative duties.
The staff brought together individuals with disparate skills.
There were naval architects, marine inspectors, surface
operations specialists, marine engineers, environmental-
ists, economists, and lawyers all contributing to the tasks
at hand.

May-December 2017  PROCEEDINGS



As regulatory proposals were developed, the maritime
industry raised technical objections, arguing the propos-
als went too far. The marine insurance industry objected
to the COFR proposal, threatening to withhold coverage
for oil spills in U.S. waters and raising the possibility of a
so-called “train wreck” by preventing tankers from deliv-
ering imported oil to U.S. refineries. Environmental advo-
cacy groups complained the USCG proposals did not go far
enough to protect the marine environment. Congressional

OPA 90 Impacts
and Implementation

The impacts of OPA 90 and its implementation
continue to this day:

@ Oil tankers worldwide have double hulls

@ The old single-hull tankers have been recycled or
converted to other uses

® The U.S. spill response system is recognized as the
best in the world

@® The USCG COFR program provides the most
protection of any such program in the world,
largely ensuring that the polluter and/or its insurer
pay the cleanup costs and damages arising from a
spill

@ The Oil Spill Liability Trust Fund has been struc-
tured so that damages incurred by any third party
will be fairly compensated

Chief Warrant Officer William Stacey rides back to shore after
completing the initial boarding of the world’s largest double-hull
ultra large crude carrier, the 1,300-foot Greek-based tanker
Hellepont Alhambra. U.S. Coast Guard photo by Petty Officer
Dan Tremper.
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committees demanded regular updates on the implementa-
tion effort, while individual senators and representatives
objected to proposals that might adversely impact particu-
lar constituents or concerns.

Through it all, the dedicated members of the OPA 90
staff kept their heads down, working diligently on their
projects. Realizing the maritime industry knew more about
how ships were designed and operated than they did, and
that environmentalists knew more about environmental
issues, the staff undertook an unprecedented number of
public meetings to gather as much input as possible. At
these meetings, it was made clear that all input and com-
ments would be carefully considered, but the Coast Guard
would be the final judge of what was consistent with the let-
ter and the spirit of OPA 90, as well as what was practicable.

There was one issue in particular vexing the staff,
though. While standards for spill response equipment
adequacy and personnel training were authorized by the
statute, the law said nothing about how to get the job done.
There were a number of companies able to engage in spill
response, but the statute did not authorize the Coast Guard
to regulate them.

It was impracticable for each ship owner and operator
to inspect and evaluate the capabilities of these response
companies. Eventually, a compromise was reached and the
Coast Guard established the voluntary Oil Spill Response
Organization (OSRO) program. Any company wishing to
be classified by the Coast Guard as an OSRO had to dem-
onstrate it possessed the required capabilities. In exchange,
if a vessel owner or operator contracted with a classified
OSRO to meet its spill response obligations, then that owner
or operator did not have to otherwise inspect and evaluate
that OSRO’s capabilities—a win-win-win situation.

The Coast Guard was sued in federal court one time dur-
ing this process. There was a relatively minor rulemaking
project that had not been completed within the statutorily
mandated time limit. An environmental advocacy group
sued to have the federal court force the Coast Guard to
complete the rulemaking. After hearing the arguments of
both sides, the judge stated it to be a complex matter that
he needed to take under advisement. When the project was
completed some months later, the judge closed that case,
ruling that the issues had become moot.

Except for a few loose ends, the implementation proj-
ect was largely completed in the summer of 1995. Having
successfully accomplished its primary mission, the OPA 90
staff was disbanded as a separate element and morphed
into what is now the Office of Standards Evaluation and
Development.

As important, OPA 90 has had significant, long-term
impacts on the U.S. Coast Guard, which now reviews and
approves—or sends back for amendment—spill response
plans for all large vessels planning to operate in U.S.
waters, as well as many waterfront facilities. It conducts or

www.dco.uscg.mil/Proceedings/



Workers steam blast rocks covered in crude oil from the leaking tanker Exxon Valdez. U.S. Coast Guard photo.

supervises frequent oil spill response exercises around the
nation, ensuring trained response personnel and adequate
response equipment are always available. It also has ramped
up vessel and facility inspections to more carefully examine
personnel competence and equipment conditions. The civil
penalty program has been expanded to include Class II civil
penalties, with much higher monetary limits.

The National Strike Force, originally established in
1973, was enhanced to handle the increased responsibili-
ties for USCG oil spill response. Additionally, the Incident
Command System was adapted from California firefighting
agencies to maritime oil spill response efforts to better coor-
dinate and integrate efforts of federal, state, and local agen-
cies, as well as non-government entities, under Coast Guard
leadership.

Initially, the maritime industry strongly opposed
OPA 90 and the implementation efforts. After all, those
regulations resulted in about $6 billion in added costs for
the industry. In hindsight, the industry generally supports

www.dco.uscg.mil/Proceedings/

the program and it now acknowledges ships are safer and
less polluting than they were prior to OPA 90. In fact, the
amount of oil entering the waters of the United States from
ships has been reduced by more than 75 percent since 1989.1
When a spill does occur, the response is prompt, efficient,
and remedial action is certain.

The human and environmental consequences of marine
oil spills have been greatly reduced as a result of OPA 90,
and the marine environmental protection missions of the
U.S. Coast Guard have been significantly broadened.

About the author:

Dennis L. Bryant, Captain, USCG (ret) is a 1968 U.S. Coast Guard Acad-
emy graduate. Among his assignments was supervising the special staff
charged with the Coast Guard’s implementation of the Oil Pollution Act of
1990 (OPA 90). He is now the principal at Bryant’s Maritime Consulting, a
maritime regulatory and environmental consultancy.

Endnote:

1. National Academy Press (NAP), Double-Hull Tanker Legislation: An Assessment
of the Oil Pollution Act of 1990 (Washington, DC 1998).
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SS Marine Electric

Impetus for the Coast Guard’s
premiere rescue swimmer program

by LCDR SArRAH RoOUSSEAU
Program Analyst

Office of Performance Management and Assessment
U.S. Coast Guard

The U.S. Coast Guard is widely known and lauded for its
response efforts, especially the brave women and men
who enter treacherous seas to rescue those in peril. What
the public typically does not see is the tireless behind-the-
scenes work Coast Guard marine inspectors do to prevent
marine casualties and the deaths, injuries, property losses
and damage to the environment that might otherwise result.

The Coast Guard is responsible for U.S. maritime safety,
security and environmental protection. Coast Guard marine
inspectors can be found crawling around the dirty cargo
holds of an oil barge in the searing heat of the Texas sum-
mer, running rescue drills with the world’s largest cruise
ships between port calls, or providing daily shipyard over-
sight of the months-long construction of a deep draft vessel.

The Coast Guard maritime prevention program is con-
tinually evolving to meet ever-changing needs and chal-
lenges. As new technologies and industry practices emerge,
the program responds with appropriate regulatory and
policy adaptations. Unfortunately, the historic impetus
for change has often been the result of a horrific maritime
tragedy.

The SS Marine Electric: Tragedy

On February 10, 1983, the SS Marine
Electric, a 605-foot bulk cargo ship loaded with coal,
departed Norfolk, Virginia, en route to Brayton Point, Mas-
sachusetts, with 34 crew members onboard. Meanwhile,
a winter storm was brewing off the coast of Virginia with
winds from 35-55 knots and 4-foot seas. The next day, the
Theodora, a disabled fishing vessel just outside of the Chesa-
peake Bay, was taking on water and requested assistance
from the Coast Guard. Since the SS Marine Electric was in the
vicinity, the Coast Guard requested they assist the Theodora,
staying with the fishing vessel until she was able to continue
on back to port. The SS Marine Electric obliged, and shortly
after the Theodora made way toward port under her own

7=
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power. The SS Marine Electric then continued on her course,
pushing north through winter storm conditions that had
intensified.

Late February 11, the winds picked up and the seas
were over 40 feet. Crew members noticed the SS Marine
Electric had been sluggish since earlier that evening. The
captain ordered the crew to inspect the cargo holds where
they discovered the ship was taking on water. The waves
continued to batter the ship and finally, in the early hours
of February 12, the SS Marine Electric succumbed to water
ingress about the bow of the ship. Around 4 a.m., the cap-
tain sent out a distress call and ordered the crew to abandon
ship. The waters off the coast of Virginia were a chilling
37 degrees Fahrenheit that morning. While the crew mem-
bers were on the starboard boat deck trying to board the
lifeboat, the vessel suddenly rolled and threw them all into
the water, capsizing shortly thereafter. None of the crew
members were wearing anti-exposure suits, as the vessel
was not required to carry them along that route.

Upon receiving the distress call from the SS Marine
Electric, Coast Guard Air Station Elizabeth City, North
Carolina, immediately dispatched a helicopter to the scene.
By the time the aircraft arrived, the 34 crew members
had been struggling in the frigid waters for 90 minutes.
Hypothermia had already set in and rendered them unable
to climb aboard the Stokes litter, or rescue basket, that was
lowered from the helicopter. Desperate, the Coast Guard
called on the Navy to assist, knowing they had rescue swim-
mers and could potentially pull the SS Marine Electric crew
members out of the water. Arriving on scene over two hours
after the crew had abandoned ship, and conducting rescue
operations for nearly an hour, the Navy rescue swimmers
were able to save three of the crew members. The remain-
ing 31 crew members passed away that night, victims to the
icy waters in those fateful early morning hours. Seven were
never recovered.

www.dco.uscg.mil/Proceedings/



Results of the Investigation

The Coast Guard conducted a
formal Marine Board of Investi-
gation, which concluded that the
casualty was the result of pro-
gressive flooding, exacerbated
by wasted cargo hatches that eas-
ily gave in to the dynamic forces
of mounting seas. The water
ingress in the two forward cargo
holds eventually caused the loss
of stability until finally the ves-
sel capsized and sank. The final
report revealed the ship did not
meet applicable load line regula-
tions, nor the rules set forth by
the American Bureau of Shipping
(ABS). In fact, records indicated
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repairs, surveys, and inspec-
tions in the two years preceding
the incident. It was riddled with
more than 400 doublers, or metal
patches, on the cargo hatches,
even though established guidance indicated doublers are
intended to be temporary and sparse. Additionally, there
were more than a dozen doublers on the main deck, with no
weather-tight seals on the hatch covers. In fact, there had not
been weather-tight seals since the vessel had gone through
a 1981 overhaul.

Going against regulation, the vessel owners had not, in
some cases, notified the Coast Guard of repairs. Nor had the
Coast Guard been proactive with the owners in working to
ensure the vessel was properly maintained. In fact, some
of the Coast Guard inspection paperwork even indicated
inspectors had tested repairs, when in fact no such tests had
been performed.

Marine Safety in the 1980s

In the early 1980s, the Coast Guard was converting their
Marine Inspection Offices to Marine Safety Offices. The old
organization emphasized the employment of unique and
focused marine inspectors who were experts in their field.
The new Marine Safety Offices added an emphasis on envi-
ronmental response and focused on cross-training Marine
Safety personnel in both inspections and response activi-
ties. This addition of new responsibilities, together with a
shrinking federal budget, put the Coast Guard in “survival
mode” with little hope of growing the workforce to meet its
expanding duties. As inspectors took on additional respon-
sibilities, the Coast Guard began relying more on third par-
ties to shoulder the load.
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During this period, as now, The American Bureau of
Shipping (ABS) was the class society for most U.S.-registered
vessels and was already routinely conducting ship surveys,
which duplicated some of the inspection work carried out
by Coast Guard marine inspectors. The Coast Guard seized
the opportunity to capitalize on these additional, third-
party resources. ABS was allowed to issue load line certifi-
cates and conduct other work that was intended to ensure a
vessel was properly built to safely carry its intended cargo
on behalf of the Coast Guard. This included routine inspec-
tions of a vessel’s structure, including hull, deck plating,
and cargo hatches. While they had the authority to issue and
endorse load line certificates, ABS did not have the author-
ity to revoke them for failure to comply. As Coast Guard
inspectors conducted fewer and fewer load line inspections,
they began to lose their expertise. Inspectors were becom-
ing ill-equipped to properly and thoroughly inspect a ship
under the Load Line Convention.
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This forward panel on the No. 3 cargo hatch cover was removed from the SS Marine Electric in November 1982. This photo was taken in February

1983. U.S. Coast Guard photo.

In the case of the SS Marine Electric, the Marine Board
of Investigation found the ship had undergone a drydock
and overhaul in June 1981. During the drydock inspection,
Coast Guard inspectors should have detected the deterio-
rated hatch covers, as well as large metal plates covering the
cargo bilge wells and a deteriorated lifeboat. They should
have also found that the vessel was in violation of its load
line certificate, as well as its Certificate of Inspection. The
board concluded these deficiencies indicated a lack of thor-
ough inspection, but more importantly, a lack of compe-
tency and training.

In the aftermath of the SS Marine Electric in the mid-
1980s, the Marine Board of Investigation determined that
the Coast Guard should not delegate its Load Line authori-
ties to third parties. The commandant non-concurred with
the recommendation and made no moves to limit the use
of third parties at the time. In fact, about a decade later,
the Coast Guard began delegating more authority to third
parties through the creation of the Alternate Compliance
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Program (ACP). Under the ACP, companies were given the
option of having their compliance inspections conducted by
an Authorized Class Society (ACS). The ACP was instituted
in order to reduce the regulatory burden on vessel owners
by eliminating duplicative aspects of Coast Guard inspec-
tions and ACS surveys.

Coast Guard inspections themselves were also under-
going changes. Today, inspections are well-documented
in the CG-840 inspection books and inspection deficiency
requirements forms. The inspection books now align vessel
systems with the federal regulation or U.S. code mandat-
ing the requirements for those systems. In the early 1980s,
however, these forms had no standard. They offered blank
spaces for random notes.

The Coast Guard had already begun revising the marine
safety training program before the SS Marine Electric sink-
ing, including breaking down inspections into job tasks
and tailoring marine safety curricula and qualification sys-
tems to meet the demands of those job task requirements.
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Following this accident, the Coast Guard drafted new
guidance on inspecting hatch covers and documenting
excessive use of doublers. They also pursued regula-
tory changes to require better lifeboat accessibility and
flooding alarms in inaccessible spaces during heavy
weather.

Furthermore, in 1981, there was no guidance or
policy on when an officer in charge of marine inspec-
tion could extend a vessel’s drydock requirement. The
SS Marine Electric had been granted a drydock exten-
sion from February 1983 to April 1983, but it was not
accompanied by any sort of justification. It is worth
noting that the SS Marine Electric was a T-2 cargo ship
built during World War II for the purpose of shipping
wartime needs overseas. These ships were initially
designed for limited service and some of the vessels
proved unseaworthy even before their maiden voy-
ages. Yet some ships in this class were still operating
in commercial service 40 years later. They were known
for frequent stress fractures and even buckling under
pressure. After the SS Marine Electric sank, the Coast
Guard embarked on a critical review of these World
War II ships leading to 70 being decommissioned due
to their critically deteriorated conditions.

Coast Guard Search and Rescue

In 1983, the Coast Guard did not yet have its now
world-renowned Rescue Swimmer program. At the
time, rescue efforts involved lowering a Stokes litter
from the helicopter for the victims to climb into. In the
early 1980s, the Coast Guard still operated amphibious
helicopters. In especially urgent circumstances, the
flight mechanic, or more often the co-pilot, could be
tethered to the helicopter and briefly enter the water
to rescue a person in distress. The Coast Guard held
the stance that a Rescue Swimmer program was too
dangerous and would unduly risk the lives of the
swimmers.

Congressman Gerry Studds from Massachusetts
took on this challenge with vigor. The majority of the
crew members aboard the SS Marine Electric were from
his district. He was concerned the agency responsi-
ble for maritime search and rescue did not have the
capability to save their lives. Serving on the House
Committee on Merchant Marine and Fisheries, Con-
gressman Studds promptly set up congressional hear-
ings. The result was the Coast Guard Authorization
Act of 1984, announcing, “The Commandant of the
Coast Guard shall ... establish a helicopter rescue
swimmer program for the purpose of training selected
Coast Guard personnel in rescue swimming skills.”

The Coast Guard promptly combined efforts with
the Navy to set up a training program and discuss
procedures tailored to the mission needs for civilian
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Anti-Exposure Suits

In the early 1980s, the Coast Guard was considering requiring
anti-exposure suits onboard vessels. An anti-exposure suit is
a protective suit designed to keep a person who is forced to
enter cold water alive and prevent hypothermia. At the time
of the SS Marine Electric incident, there was already a notice
of proposed rulemaking requiring vessels to carry anti-
exposure suits if those vessels operated in cold climates.
However, the designated “cold climates” did not include the
area off the coast of Norfolk, which is where the SS Marine
Electric sank. The Marine Board of Investigation found anti-
exposure suits might have extended the crew members’
survival time by two to three hours. Today, U.S. regulations
require anti-exposure suits when vessels are operating
north or south of the 32nd parallels. In North America, that is
approximately the border between Georgia and South Caro-
lina, down the coast from the mouth of the Chesapeake Bay.

Coast Guard LT Rachel Eldridge (left), CDR Mike Staier (center), -

and Petty Officer Just inricher (right) emerge from the water

in “Gumby” suits during annual survival training. U.S. Coast Guard -

photo by Lauren Downs.
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rescue. Air Station Elizabeth City, North Carolina, the same
air station that responded to the SS Marine Electric, became
the first with rescue swimmers in 1985.

More than 30 Years Later

The Coast Guard Office of Investigations and Casualty Anal-
ysis works diligently to review tragedies like the SS Marine
Electric, determine causal factors, and analyze trends in the
maritime industry. Ultimately, they make recommenda-
tions to improve the safety of our nation’s mariners and
the marine transportation system that supports our robust
economy.

The Rescue Swimmer program alone has accounted for
tens of thousands of lives saved since its inception and is
arguably one of the Coast Guard’s most recognizable pro-
grams. And certainly the regulations resulting from the
investigation have prevented countless other marine casu-
alties. Fortunately, marine casualties like the SS Marine
Electric have become far less frequent, affirming the value
of the Coast Guard’s Prevention Concept of Operations
(CONOP). The CONOP includes the development of domes-
tic and international standards for vessels, facilities, and
mariners, a robust compliance regime, and investigations

to determine causal factors of those casualties that do occur
in order to make continuous improvements to the preven-
tion continuum. Industry relationships serve to strengthen
the CONOP even more, recognizing that as long as there
are marine casualties there will be valuable lessons to be
learned.

About the author:

LCDR Sarah Rousseau has served in the U.S. Coast Guard for 12 years. She
currently works for the Office of Performance Management and Assessment
as the analyst for the Maritime Prevention program, but her specialty and
her passion are commercial vessel inspections and investigations.
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A rescue swimmer
with Coast Guard Air
Station Elizabeth City,
North Carolina, jumps
from a helicopter dur-
ing training. U.S. Coast
Guard photo by Petty
Officergoshua Canup.
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Standards

of Training,

Certification, and Watchkeeping

Why, what, and how?

by MR. E.J. TERMINELLA
Office of Merchant Mariner Credentialing
U.S. Coast Guard

It’s hard to believe the International Maritime Organiza-
tion’s (IMO) International Convention on Standards of
Training, Certification and Watchkeeping for Seafarers
1978, as amended (or STCW), has been in force for more than
30 years. From the initial development of this international
instrument, through its various amendments and consoli-
dated reviews, the standards have become more refined
and address numerous crew certificates and ship types.
In this article we will touch on why this convention is so
important to the global economy and what makes up the
convention, its history, and structure. We will finish with
details on how the standards contained in the convention
are continuously updated, and efforts taken by the U.S. to
remain fully engaged in the enhancement of the standards.

STCW—Why?
The need for a globally accepted training standard is undis-
puted. Marine casualties involving incompetence and
negligence occurred for many years before and after the
development of the STCW. You don't have to look back too
far to find examples, including the Torrey Canyon, Argo Mer-
chant, Herald of Free Enterprise, and the Exxon Valdez. The seri-
ous casualties involving these ships, as well as many other
casualties each year, all had aspects of training and human
factors that played a role in their occurrences.
A review of U.S. Coast Guard marine casualty
data shows that during the five years between
2010 and 2014, 75 percent of major marine casu-
alties were caused by human factors, resulting
in more than $900 million in property damage.
These statistics show marine casualties, with the
greatest impact to our fragile marine environ-
ment, have a tie to the standards contained within
the STCW.

Itis impossible to develop a standard that will
eliminate all marine casualties or address inten-
tional actions or choices which are inconsistent
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with normal decision-making. However, through the devel-
opment of clear guidance on the competencies mariners
should attain, the STCW undoubtedly provides the neces-
sary clarity to those employed in the maritime industry
regarding the levels of training, experience, and proficiency
necessary to qualify for a certificate of competency.

STCW—What?

The STCW has grown substantially from its humble begin-
nings. The initial STCW 78 included only six short chapters
containing the mandatory regulations with several non-
mandatory resolutions providing additional guidance in
various areas. Although a good start, the ambiguous lan-
guage in the regulations led to inconsistent application
across the signatory administrations. This ambiguity, cou-
pled with the need to include provisions for watchkeeping
and other operational areas spurred the IMO to embark
on a major revision to the convention in the early 1990s.
Over the course of several years, a consolidated review
of the convention was undertaken, resulting in a number
of substantive improvements to this instrument. These
improvements included the addition of chapters for Alter-
native Certification and Watchkeeping, the development
of a communication mechanism between signatories and

“...during the five years between
2010 and 2014, 75 percent of major
marine casualties were caused

by human factors, resulting in
more than $900 million in property
damage.”
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A Coast Guard helicopter prepares to hoist people off
the tanker SS Argo Merchant, which ran aground off the
coast of Nantucket, Massachusetts, in December 1976.
Photo courtesy of the U.S. Coast Guard Historian’s office.




the IMO Secretariat to demonstrate proper implementation,
and the restructuring of the international instrument into
two parts, the STCW Convention and the STCW Code. This
work culminated in the 1995 amendments to the STCW,
which entered into force on February 1, 1997.

The STCW Convention now contains the articles and
regulations outlining the general convention procedures,
the implementation requirements, and the associated
applicability for the various competencies. The STCW Code
contains the more technical requirements for implemen-
tation of the different certifications and training. In this
way, it reduced the burden on IMO member states to make
technical changes within the STCW Code and incorporate
new areas of operational knowledge, as the procedures for
making such changes are less arduous than the procedural
requirements for amending the articles and regulations in
the STCW Convention.

Following the work to develop the 1995 amendments,
there were several amendments to include additional
training requirements for personnel employed on bulk
carriers and passenger
ships, as well as training
requirements for work-
ers involved in aspects of
ship security throughout
the maritime industry.
Noting there were addi-
tional areas of training
for new technologies and
emerging segments of the
maritime industry that
remained unaddressed, as
well as a need for a review
of existing requirements,
there was a call from IMO
member states to initi-
ate a consolidated review.
This work began in 2007
and, after a frenzied three
years, resulted in the 2010
Manila Amendments. Sim-
ilar to the work to develop
the 1995 amendments,
the outcome included a
substantial revision to
the international instru-
ment. A few of the key
improvements include the
incorporation of the able
seafarer certifications, the creation of certifications for elec-
tro-technical officer, development of non-mandatory train-
ing for personnel employed on ships in the polar regions,
and increased specificity on rest requirements. The 2010
Manila Amendments entered into force on January 1, 2012,

personnel

The STCW Code

(STCW, 2010)
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STCW Chapters and Codes

STCW Convention chapters
Chapter I: General provisions
Chapter II: Master and deck department
Chapter lll: Engine department
Chapter IV: Radio communication and radio

Chapter V: Special training requirements for
personnel on certain types of ships

Chapter VI: Emergency, occupational safety,
medical care, and survival functions

Chapter VII: Alternative certification
Chapter VIlII: Watchkeeping

The STCW Code is broken into two areas. Part A contains
the “Mandatory standards regarding provisions of the
annex to the 1978 STCW Convention, as amended.”
Part B consists of “Recommended guidance regarding
provisions of the 1978 STCW Convention, as amended.”

with a five-year transitional period to ensure all mariners
became compliant with the new requirements no later than
January 1, 2017.

Even though the last consolidated review resulted in
substantive changes, amendment of the STCW has not
ceased. Amendments to training of personnel on passenger
ships, gas-fueled ships, and those employed on ships in
polar regions have all occurred since 2010. The United States
led some of these efforts, including the passenger ship train-
ing requirements. In the next section we will cover how
the U.S. Coast Guard works with our domestic maritime
industry and international partners to implement improved
training requirements in the STCW, while ensuring those
requirements are not overly burdensome.

STCW—How?
As with any good set of standards, the STCW is under
continuous review and revision to ensure its text is clear,
concise, and includes the necessary information to address
changes in the maritime industry. As can be expected, this
review and the develop-
ment of amendments is
not an inconsequential
process and includes input
from domestic and inter-
national sources. As men-
tioned above, consolidated
reviews of the STCW have
taken place in the past.
These types of actions take
considerable effort over the
course of many years due
to their substantive nature.
However, many other
amendments to the STCW
may be initiated outside of
those consolidated reviews.
This often occurs in cases
where we see technologi-
cal changes to ship opera-
tions or when information
becomes available that
highlights an operational
area requiring additional
training. When this hap-
pens, the U.S. Coast Guard
employs a robust system
to receive input from our
domestic maritime indus-
try in order to ensure that any changes to the STCW align,
as far as practicable, with current or envisioned industry
practice. We do this in two ways.

First, we engage the representatives of our federal
advisory committees, including their Merchant Marine
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International standards for mariner training and certification, like STCW, are developed by the International
Maritime Organization’s (IMO) Sub-Committee on Human Element, Training and Watchkeeping, shown here
meeting at IMO Headquarters in London in February 2017. Photo courtesy of IMO.

Personnel Advisory Committee (MERPAC), which works
closely with us to provide input on changes to the STCW.
Members of MERPAC, and the industry representatives and
private citizens who attend the meetings, represent a wide
range of experience and perspectives allowing for the for-
mulation of unified positions on topics under review. These
unified MERPAC positions are then reviewed by govern-
mental subject matter experts for inclusion into proposed
U.S. positions.

This leads to the second method of obtaining private
sector input. Prior to attending each IMO meeting, the
U.S. Coast Guard holds open forums to obtain guidance
and input from the broader maritime industry, including
industry trade organizations and private citizens. Upon the
completion of that process, U.S. representatives to the IMO
have well-developed positions that reflect all viewpoints of
the particular issues.

Furthermore, the United States ensures members of the
various industry segments impacted by the agenda topics
comprise our delegations to the IMO. These industry repre-
sentatives provide our delegation with industry expertise to
alter positions and compromise during the sometimes fluid
discussions that occur during the meetings.

An excellent example of how this process has worked
well, as it relates to the STCW, is the recent set of amend-
ments made to the training requirements for those employed
on ships using gas as fuel. Noting the increases in domes-
tic production of liquefied natural and petroleum gas, and
the increased ship traffic for this segment of the industry,
the need to review existing training standards was empha-
sized. Working closely with MERPAC and outside indus-
try experts, the United States delegation was able to bring
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proposals for what to include
within an appropriate training
standard to the IMO. As a result
of this preparatory work, the IMO
was able to produce the amend-
ments to the STCW in a very short
time period.

Training requirements asso-
ciated with passenger ships is
another recent example of how
our partnerships with industry
have proven vital in developing
amendments to the STCW. Since
more than 11 million passengers
take cruises originating from
a U.S. port each year,! and after
reviewing recent marine casualty
investigation findings involv-
ing passenger ships, the U.S. felt
changes to the existing training
standards were necessary. Not-
ing this segment of the industry
was represented by a trade organization, the U.S. believed
a partnership between that organization and leading flag
administrations was in the best interest to develop a stan-
dard that met our desires, while ensuring it was practical
and able to be implemented. Through this close cooperation,
a proposal was developed which served as the basis for the
eventually agreed-upon amendments.

These types of partnerships are not unique to the U.S.
Many IMO member states follow similar steps to develop
consensus on amendments to the STCW prior to submission
to the IMO. And it is only through these actions that the
STCW can remain a vital, dynamic standard providing the
necessary clarity on mariner training requirements.

STCW—Future?

In recent years we have seen amendments to the training for
those personnel employed on passenger ships, gas fueled
ships, and ships operating in polar regions. It’s impossible to
know where the next operational or technological advance
will take place and how that will impact those employed
on merchant ships. But one thing is certain: Through the
hard work of many over the past four decades, the STCW
Convention and Code contains the necessary standards for
personnel to continue to operate ships safely and securely
for many years to come.

About the author:

Mr. E.J. Terminella has been a U.S. Coast Guard civilian employee for
17 years, where he has filled positions within the Port State Control and
Merchant Mariner Credentialing Programs.

Endnote:
1.2016 State of the Cruise Industry Outlook
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Security Since 9/11

Creating the Maritime Transportation
Security Act and the ISPS Code

by LT BiLL GASPERETTI
Assistant Branch Chief, TWIC Implementation Branch
Office of Port and Facility Compliance
U.S. Coast Guard

History

While September 11 was the seminal event drawing the
world’s attention to the security implications of interna-
tional commerce, there were always global transporta-
tion risks that concerned countries and companies. Some
events are naturally occurring, such as storms, risks of con-
tamination or spoilage, water and heat damage to cargo.
Others, like smuggling, pilferage, and terrorism are man-
made. Following the horrific 2001 terrorist attacks on
American soil, the U. S. Congress decided something was
needed to address the manmade side of the equation. On
November 25, 2002, Congress passed the Maritime Trans-
portation Security Act (MTSA) of 2002, directing the U.S.
Department of Transportation (DOT) to

to prevent a Transportation Security Incident (TSI)—defined
as any incident that results in:

e Significant loss of life

e Environmental damage

¢ Transportation system disruption

¢ Economic disruption to a particular area

International Ship and Port Facility Security Code

At the same time the U.S. was working to develop a mari-
time security regime domestically, the International Mari-
time Organization (IMO) was looking at the problem from a
global perspective. The MTSA of 2002 and the International

develop security measures for domestic
maritime facilities and the vessels that
call there.

Moreover, DOT was tasked to learn
about the anti-terrorism measures in
place in foreign ports and to offer train-
ing to countries where security stan-
dards appeared to be inadequate. These
missions transitioned to the Depart-
ment of Homeland Security when the
U.S. Coast Guard was moved to the new
department in 2003.

The regulations required by the
MTSA were enacted in July 2004. The
MTSA is a significant piece of legislation
which reinforces the national and global
importance of security for the marine
transportation system and provides
a crucial framework for ensuring the
security of maritime commerce and U.S.
domestic ports. The goal of the MTSA is
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Washington State Ferry: Washington State Ferry operations against the Seattle Skyline. U.S. Coast
Guard photo by Petty Officer LaNola Stone.
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Ship and Port Facility Security
(ISPS) Code, adopted by the
IMO in December 2002, work
hand in hand supporting
maritime security around the
world to combat acts of terror-
ism and piracy. Both maritime
security regimes contribute to
effective protection against a
wide range of threats includ-
ing piracy, stowaways, smug-
gling, hijacking, theft, and
willful damage. Many parts of
these two regulatory codes are
the same, word for word, and
both were enacted to protect
vessels, ports, waterways, and
seafarers worldwide. The key principles of the ISPS Code
are access control, control of restricted areas, the secure
handling of cargo, delivery of stores/supplies to a vessel,
security monitoring, security policies and procedures, and
security training and exercises.

The ISPS Code does not specify measures that each port
facility and ship must take to ensure their safety from ter-
rorism because of the many different types, sizes, and busi-
ness models of these vessels and facilities. Instead it outlines
“a standardized, consistent framework for evaluating risk,

port assessments:

shipped

u.s.

Criteria considered when selecting foreign

e The number of vessels that arrive in the
U.S. from that country

The amount and type of cargo being
Economic criticality of the cargo to the

Threat manifested in the port state
Size of the country’s flag state fleet
Its port state control detention history

enabling governments to off-
set changes in threat with
changes in vulnerability for
ships and port facilities.” For
ships, the framework includes
requirements for ship security
plans, ship security officers,
company security officers,
and certain onboard equip-
ment. For port facilities, the
requirements include port
facility security plans, port
facility security officers, and
certain security equipment.
In addition, the requirements
for ships and port facilities
include monitoring and con-
trolling access, monitoring the activities of people and
cargo, and ensuring security communications are readily
available.

The MTSA directs the secretary of the department to
which the Coast Guard is assigned to assess the effective-
ness of anti-terrorism measures implemented in foreign
ports from which U.S. flag and foreign vessels depart on
voyages to the U.S., as well as any other foreign port the
secretary believes poses a security risk to international
maritime commerce bound for the U.S. Hence, the Coast

Simplified Risk-Based Security Assessment Flow Chart

1.Select a
scenario

2. Determine facility’s
consequence level

3. Determine if the
scenario regires a

mitigation strategy

5. Implement
mitigation strategy
(protective measures)

4, Assess impact of
mitigation strategy

Note: Repeat process until all unique scenarios have been evaluated.

The Vessel Security Assessment is essential to developing the Vessel Security Plan. At the direction of the vessel owner/operator, it is the duty of the com-
pany security officer to ensure a Vessel Security Assessment is carried out for each vessel in the company’s fleet.
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Guard created the International
Port Security (IPS) Program in
2004 to accomplish this task. The
IPS program aligns the domes-
tic MTSA regulations with the
requirements of the IMO'’s ISPS
Code. This alignment helped
domestic and international
maritime stakeholders to better
understand how each country
and their ports implement mari-
time security measures through
an exchange of good ideas and
best practices information.

In order to develop a widely
acceptable process that incorpo-
rates current information, intel-
ligence, and best practices, the

Coast Guard developed a selec- e
tion matrix and survey proto-
col that drew on the experience
acquired during the develop-
ment of threat level assessments in U.S. mega-ports. Cri-
teria were used to determine which countries would be
visited and assessed, as well as, the timing for visits. All
countries that export cargo bound for the U.S. or service
vessels departing for U.S. ports would be considered for an
in-country visit. A methodology was developed to assist in
determining the priority for a port visit.

U. S. Facility and Vessel Vulnerability Assessments
Using risk-based methodology, all regulated vessel and
facility owners and/or operators must conduct in-depth
performance based security assess-
ments of their operations to identify
security weaknesses and vulnerabili-
ties. Risk-based decision-making is
one of the best tools to assess security
and determine appropriate security
measures for a vessel or facility. Risk-
based decision-making is a systematic
and analytical process that measures
the likelihood a security breach will
endanger an asset, an individual, or a
function and identify actions that will
reduce the vulnerability to, and miti-
gate the consequences of, a security
breach or TSL

For example, a security assess-
ment might reveal weaknesses in an
organization’s security systems or
unprotected access points like the
facility’s perimeter not being illumi-
nated or gates not being secured or

measures
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The Coast Guard provides a security zone for a shipment of liquefied natural gas to Cove Point, Maryland. U.S.
Coast Guard photo by Petty Officer Donnie Brzuska.

monitored after hours. To mitigate these vulnerabilities, a
facility would implement procedures to ensure access points
are observable, secured, and monitored by security patrols
or closed circuit television. Another security enhancement
might be to place locking mechanisms and/or wire mesh on
doors and windows that provide access to restricted areas to
prevent unauthorized personnel from entering.

The Security Assessment and on-scene security survey
should be documented and retained by the Company Secu-
rity Officer.

Vessel/Facility
Security Assessment

The Vessel/Facility Security Assessment includes an on-scene security
survey and at least the following elements:

« Identification of existing security and response measures, procedures,
and operations

Identification and evaluation of key vessel operations, including sensi-
tive areas that should be designated as restricted areas

Identification of possible threats to the vessel/facility and the likeli-
hood of their occurrence, in order to establish and prioritize security

Identification of weaknesses or vulnerabilities on the vessel/facility,
including human factors in the infrastructure, policies and procedures
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Facility/Vessel Security Plans
The vessel and facility security plans are the backbone of
the MTSA of 2002. The MTSA calls for a series of plans at
the national, port, and individual vessel/facility level. This
concept was already working well for oil spill response.
It also was being used to increase the MTSA awareness
throughout the maritime community to coordinate infor-
mation and deal with potential threats. Vessels and facilities
that take part in certain cargo or passenger activities must
have individual security plans that address fundamental
security measures such as access control, communica-
tions, the establishment of secured
areas, cargo-handling or passenger
monitoring, personnel training,
and incident reporting. The Coast
Guard maintains security oversight
for 2,777 facilities and 13,500 vessels
which must maintain and imple-

The Coast Guard maintains
security oversight for
2,777 facilities and
13,500 vessels.

on the qualifications and/or training necessary for all those
who have security responsibilities onboard a vessel or at a
facility. Vessels and facilities also must keep certain secu-
rity-related records available to Coast Guard inspectors, as
part of an annual inspection or spot check. The owners or
operators of MTSA regulated facilities or vessels must make
sure their personnel engage in drills and exercises so they
are fully aware of their security responsibilities, particu-
larly in times of crisis. Most important, security plans must
list the preventative measures to be implemented to deter
unauthorized access to the vessel or facility, security mea-
sures for protecting secured areas
such as the bridge/pilot house or
engine room on a vessel, and cargo
storage areas and electrical systems
for facilities. Security plans must
also outline measures for the safe
handling of cargo and ships stores,

ment approved plans.

Before a plan is developed, though, each vessel or facility
must complete an assessment of the security vulnerabilities
specific to the operation. Based on the vulnerability assess-
ment results, a vessel or facility security plan is developed
to mitigate the weaknesses identified. The MTSA regula-
tions also require that security plans include information

and for bunkering procedures.

The Coast Guard performs announced and unan-
nounced inspections annually to determine whether a ves-
sel or facility is in compliance with the requirements of the
MTSA regulations. While making sure the facilities and ves-
sels are compliant, the Coast Guard also has the mandate to
enable, not impede, maritime commerce. The implementa-
tion of the MTSA regulations was clear in seeking a balance
between maritime security and the free flow of trade.

In 2016, the Coast Guard completed thousands of secu-
rity-related MTSA annual examinations and spot checks
at regulated facilities and recorded only a .03% non-com-
pliance with the MTSA regulations by facility owners/
operators. In some cases, examinations of a facility were

The Goals of Transportation
Worker Identification

To positively identify authorized individuals who require
unescorted access to secure areas of the nation’s maritime
transportation system

To determine the eligibility of an individual to be authorized
unescorted access to secure areas of the maritime transportation
system

To enhance security by ensuring that unauthorized individuals
are denied unescorted access to secure areas of the nation’s
maritime transportation system

To identify individuals who fail to maintain their eligibility
qualifications after being permitted unescorted access to secure
areas of the nation’s maritime transportation system and revoke
the individual’s permissions

o

- i
Coast Guard personnel conduct a Transportation Worker
Identification Credential (TWIC) verification during multi-
agency security operations. U.S. Coast Guard photo by
Petty Officer Robert Brazzell.
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not conducted due to the facility closing or changing their
operations, thus removing them from Coast Guard over-
sight. The 180 enforcement offenses in 2016 took place at
125 MTSA-regulated facilities and included official letters
of warning or administrative civil penalties.

Transportation Worker Identification Credential
Lastly, the MTSA of 2002 directed the Department of Home-
land Security to issue regulations to require credentialed
merchant mariners and transportation workers seek-
ing unescorted access to secure areas of MTSA-regulated
facilities, vessels, and Outer Continental Shelf facilities to
undergo a security threat assessment and receive a Trans-
portation Worker Identification Credential (TWIC). Prior to
TWIC, specialized facilities with the capability may have
chosen to conduct thorough background checks, but there
was no standard background check conducted for workers
in the nation’s ports. The TWIC program carries out the
mandate and is an important piece of the layered approach
to maritime security in the United States. TWIC is jointly
managed by the Transportation Security Administration
(TSA) and the U.S. Coast Guard, where TSA is responsible
for enrollments, security threat assessments, credential pro-
duction, and systems operations. The U.S. Coast Guard is
responsible for establishing and enforcing access control
requirements for MTSA-regulated vessels and facilities.
TSA has processed more than 4.2 million enrollments since
the program’s October 2007 inception.
TWICs are tamper-resistant, biomet-
rically enabled identification documents
issued to credential merchant mariners
operating onboard MTSA regulated
vessels and facilities and are part of the
access control-focused component of the
Coast Guard’s overall maritime security

|
TSA has processed
more than 4.2 million
TWIC enrollments
since October 2007.

properly employed, provide significant security benefits
even without the use of a TWIC reader. As a visual identity
badge alone, the card is easily recognized and provides a
foundation for access authority determination. Security per-
sonnel have a single, consistent credential for comparison
that allows them, through visual check alone, to:
e Verify that the credential is not expired
e Verify that the person presenting the credential
matches the photo on the card
* Examine specific security features to determine
whether the credential is authentic
As part of the MTSA security program, facility inspec-
tors conducted tens of thousands of inspections of TWICs
both visually and electronically in 2016, identifying a minis-
cule number of instances of non-compliance with the TWIC
requirements. Additionally, the TWIC reader rule requires
owners and operators of certain MTSA regulated vessels
and facilities to use electronic readers designed to work
with TWICs. The Coast Guard published the TWIC reader
rule on August 23, 2016, with a two-year implementation
period.

Conclusion

The security approaches discussed here have matured sig-
nificantly since first being implemented in 2004. Numerous
improvements have been made to secure facilities and the
cargo received for loading on commercial vessels around
the world. Vessels developed security
standards for their operations to meet
the mandates of their flag states and
better protect the interface that occurs
between the vessel and a facility dur-
ing cargo or passenger operations. Even
simple identification and vetting of
employees and seafarers has improved

program. The TWIC program establishes

a minimum uniform vetting/threat assessment across the
country. It ensures that workers needing routine, unescorted
access to secure areas of facilities and vessels have been vet-
ted against a specific list of disqualifying offenses, which
includes terrorism associations and criminal convictions.
The Coast Guard views the TWIC as an integral component
of our nation’s layered maritime security system. Further,
we see having a common credential as a vital enabler for the
future, when risk-based access control decisions and intel-
ligence capabilities will be more mature.

TWICs have a number of overt and covert security
features which make them difficult to counterfeit. Coast
Guard regulations specify how security personnel can,
and should, visually assess the validity of a TWIC. TWIC
readers enhance security by providing for additional veri-
fication of the validity of the TWIC and of the identity of
the owner by using the biometric information embedded
in the card. These security features and procedures, when
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significantly with the development of
the TWIC in the U.S,, and similar programs in other coun-
tries. Most importantly, all of these measures remain flex-
ible and adaptable to the evolving threat of international
terrorism and crime.

About the author:

LT Bill Gasperetti is the Assistant Branch Chief for the TWIC Implementa-
tion Branch in the Office of Port and Facility Compliance at Coast Guard
Headquarters. His marine safety experience includes vessel inspections,
facilities, and waterways management. He has served in the Coast Guard for
more than 10 years with six years of prior Navy service.
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The Maiden Voyage of the
Medical Certificate for
Merchant Mariner Credentials

by Dr. Laura Torres-REYEs, M.D., M.P.H.
U.S. Coast Guard, National Maritime Center
Medical Evaluations Division Chief

Determining medical fitness of a worker in the transporta-
tion industry requires consideration of risks. Whether it’s
trains, planes, automobiles, or ships, the safety risk of an
individual operator is partially dependent upon the likeli-
hood and severity of a disabling human factor in the context
of environmental and workplace factors. While the
locomotive, airline, and automotive industries have
had centuries of safety lessons learned from
disasters attributed to human fac-
tors, the maritime indus-
try is the relative new kid
on the block. Arguably, the earliest
account of a maritime disaster singu-
larly attributed to human factors was the sink-
ing of the White Ship sailing the English Channel
near the coast of Normandy on November 25, 1120.

The incident was attributed to a drunken crew
grounding the ship carrying 300 people, including
the heir to the English throne. There were only two
survivors and the loss was followed by 20 years of
civil war over the English crown. Since then there
have been a multitude of notorious peacetime mari-
time disasters, but rarely have investigations focused
on the human factor as the cause. The game changed
in 2002 when a small towboat sailing the rivers of Okla-
homa ran into the pier of an interstate bridge. The trag-
edy resulted in 14 deaths and property damage of more
than $30 million. The subsequent inquiry revealed the
probable cause of the incident was the pilot’s sudden loss
of consciousness. For the first time, public outcry and con-
gressional interest from the tragedy highlighted the concept
that ensuring medical fitness of the merchant mariner was
paramount to the future safety of the United States Marine
Transportation System (MTS).

Merchant Mariner Medical Fitness
The United States Coast Guard (USCG), housed within
the Department of Homeland Security (DHS), is the
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government agency charged with providing safety, secu-
rity, and environmental protection for the MTS. The MTS
comprises the navigable waterways and harbors used for
movement of commerce, pursuit of recreation, and main-
tenance of national defense. The MTS also includes the
ports, marinas and land-based operations necessary
to bring people, goods, and equipment to and from
the water, as well as the vessels, individuals,
and entities that use the system.
According to the United
States Maritime Admin-
istration, 99 percent of overseas
trade, by volume, travels to and from
the U.S. by ship. Moreover, the activities of

the MTS contribute more than $649 billion to the
nation’s annual gross domestic product, providing
some 13 million jobs.

Commodities moved by way of the MTS include
passengers, food, and manufactured goods. They
also include hazardous materials and bulk cargoes

such as crude oil, liquid natural gas, petroleum, and
coal. When the MTS functions as designed, it promotes
U.S. commerce and defense. However, when marine
accidents occur they can have devastating effects on
public health and the environment.

A critical component of the MTS is the merchant
marine workforce, a group of dedicated maritime pro-
fessionals who are employed on the fleet of marine

vessels. As part of its marine safety mission, the USCG
establishes the standards for merchant mariner medical fit-
ness, with the objective of ensuring all individuals who are
licensed and certified by the agency are healthy and free of
medical conditions that might pose a risk to public and mar-
itime safety. A safe and dynamic MTS is of vital importance
to the U.S. economy, environment, and national defense.
Because of the potential hazards related to movement of
commodities and passengers, the individuals who operate
and work upon the fleet must meet appropriate professional
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and medical standards to protect the safety and security of
the MTS.

Medical Fitness of Merchant Mariners

While medically related marine accidents are thought to
occur infrequently, there may be more cases where a mari-
ner’s chronic illness results in death or requires evacuation,
or repatriation, while aboard the vessel. Although these
cases garner less attention than a maritime accident, they
are important to consider because they may create unsafe,
stressful conditions for the remaining crew members by
leaving the vessel short of critical manpower. Lefkowitz?
studied cases of mariners who required repatriation due
to illness or injury, obtained from the database of a global
telemedicine service provider. Researchers identified 3,921
cases of illness or injury at sea during their four-year study
period from 2008 to 2011. Of the 1.6 percent who required
repatriation, about 62 percent, or 38 seafarers, required
evacuation due to medical illness. Gastrointestinal, genito-
urinary, respiratory, and cardiovascular disorders were the
most frequent types of medical illness leading to need for
repatriation.

Life aboard a marine vessel poses unique challenges
that were considered in the development of the mariner
medical regulation. Coast Guard guidance provides that
“service on vessels may be arduous and impose unique
physical and medical demands on mariners.” Additionally,
Navigation Vessel and Inspection Circular 04-08, Enclo-
sure (4) directs that “the nature of shipboard life and ship-
board operations is such that mariners may be subject to
unexpected or emergency response duties associated with
vessel, crew, or passenger safety, prevention of pollution,
and maritime security at any time while aboard a vessel.”
Oldenburg, et al. (2010) asserts “seafaring is associated with
special mental psychosocial and physical stressors and can-
not be compared with jobs ashore.”

Mariners may have to live aboard the vessel for extended
periods of time without access to definitive medical care.
In many cases the vessel’s medical officer has only mini-
mal medical training, and medications and supplies may
be limited to those needed for first aid. Therefore, medical
conditions that are likely to worsen or that require close fol-
low-up with a provider, may not be suitable for issuance of
a medical certificate. The regulatory process also considers
the environmental stressors faced by mariners aboard the
vessel, which include long work hours and work-rest cycles
that may cause fatigue and interfere with sleep and rest.
Additionally, adverse weather conditions, noise, vibration,
and ship motion can increase mariner workload, heighten
stress, worsen fatigue, and disturb sleep.

There are also significant physical demands placed on
mariners while aboard the vessel including the need to
lift and move cargo, as well as the need to participate in
emergency and fire-fighting response should the need arise.
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Physical requirements can be demanding for merchant mariners. All pho-
tos courtesy of the National Maritime Center historical collection.

Mariners with significant physical impairments or those,
whose medical conditions cause significant functional
impairment, may not be suitable for medical certification.

Fit For Duty

Although not expressly stated within the Coast Guard'’s
regulation or policy documents, the presumed purpose for
developing and applying merchant mariner medical stan-
dards is to ensure no harm comes to the public or maritime
environment as a result of a mariner’s medical conditions.
Thus, the USCG’s interest in the health of the merchant
mariner population stems largely from the agency’s duty to
ensure medical certificates are not granted to individuals
whose medical conditions are likely to cause or contribute
to marine accidents. Related to this presumption, the Coast
Guard’s merchant mariner medical standards have come
under intense scrutiny over the past 13 years due, in part,
to two high-profile marine casualties and the regulatory
backlash that followed.

Allision of Staten Island Ferry Andrew J. Barberi

On October 15, 2003, the passenger vessel Andrew ]. Barberi
crashed into the pier of the Staten Island Ferry terminal
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Mariners perform maintenance in demanding environments. U.S. Coast Guard National

Maritime Center photo.

with 1,500 passengers and 15 crew members on board.
Eleven people died and 70 were injured in the accident.
Damages exceeded $8 million. The National Transporta-
tion Safety Board (NTSB) investigation found, that at the
time of the accident, the involved mariner had become sud-
denly incapacitated for unknown reasons. Their report cited
the assistant captain’s unexplained incapacitation as one of
the probable causes of the accident, and the board recom-
mended the Coast Guard maintain better medical oversight
of mariners.

Allision of Containership M/V Cosco Busan

with the San Francisco-Oakland Bay Bridge

On November 7, 2007, the containership M/V Cosco Busan
ran into one of the towers supporting the Bay Bridge. The
accident ruptured the vessel’s fuel tanks and caused the
release of more than 53,000 gallons of oil into San Francisco
Bay. The spill contaminated 26 miles of shoreline, killed
2,500 birds, and delayed the start of the crabbing season.
The cost of the environmental cleanup exceeded $70 mil-
lion. The NTSB investigation report concluded the accident
was caused by the pilot’s failure to safely navigate which
was due, in part, to his use of impairing prescription medi-
cations. Additionally, the board cited the USCG's failure to
provide adequate medical oversight as a contributing factor
for the accident, and identified deficiencies in the USCG’s
system of medical oversight for all mariners as an overall
safety issue.

Evolution of the Medical Review Process

In the years following the Cosco Busan accident, the Coast
Guard took steps to increase its medical oversight of the
merchant mariner population. The USCG acknowledged
that, in a system as critical and complex as the MTS, individ-
ual mariner health conditions could precipitate events that
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pose a significant risk of danger to public health
and the environment. The agency also recognized
adjustments would be required to better ensure
the merchant mariner population was healthy
enough to serve safely.

In 2008, the Coast Guard changed its medical
evaluation process to provide a more stringent
review of merchant mariner medical documen-
tation. Prior to that, mariner medical examina-
tions were reviewed by non-medical personnel,
working in various regional Coast Guard offices,
called Regional Exam Centers. In 2008, the medi-
cal review process was centralized and moved
to the Coast Guard’s National Maritime Center
(NMC) in West Virginia. Under the new process,
specially trained medical personnel at the NMC
review all medical documentation submitted
by mariners. The purpose of centralization was
to ensure medical evaluations were conducted
in a consistent manner, and that mariner applicants who
are granted a license are “safe to work in a safety-sensitive
position.”

Unfortunately, the USCG did not anticipate that the
new process would lead to an increase in the numbers of
mariner applicants turned down for medical reasons. As
it turned out, the process of increased medical scrutiny
resulted in a dramatic increase in the number of mariner
applicants who were denied the ability to work because of
their medical conditions. While fewer than 0.6 percent of
mariner applicants, or 500 individuals, were denied medi-
cal certification in calendar year 2009, the percentage more
than quadrupled to 2.6 percent, or 1,676 applicants, in 2011.
Information on the number of mariner applicants whose
applications were denied for medical reasons prior to year
2009 is not available.

LMSR Shughart. U.S. Coast Guard National Maritime Center photo.
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Whether the increased denial rate resulted from
improved oversight or overly stringent regulation,
remains a matter of debate. Many voiced concern that
the Coast Guard’s medical evaluation process was overly
rigorous. At a July 2009 hearing before the committee on
Coast Guard and Maritime Transportation, a subcommit-
tee of the Committee on Transportation and Infrastruc-
ture, House of Representatives, industry representatives
stated the Coast Guard’s evaluation process caused unac-
ceptable delays, kept mariners out of work, and caused
unnecessary interference with commerce. The increased
stringency may have been successful in removing some
mariners with serious health conditions from service, but,
it is not clear the process had a positive impact on the
overall health of the mariner population, though it cer-
tainly induced fear and concern among many mariners.

There is no question about the need to deny a medical
certificate for a mariner applicant whose medical con-
dition truly poses a public safety risk that can prevent
harm to crew, passengers, public, and the environment.
However, if the regulations and policy governing mariner
medical fitness exceed what is reasonably required for
the protection of public safety, then the agency’s efforts
may needlessly deny a mariner the right to work in his/
her chosen profession. Moreover, fear of job loss created
by unreasonable medical regulations may drive mari-
ners to avoid medical care just to prevent detection of a
condition that could lead to loss of medical certification.
The ultimate goal is to strike a balance between medical
regulation and policy to prevent adverse health effects on
the merchant mariner population and decrease the risk of
harm to public health and environmental safety.

Current State
The current process for a mariner to obtain a medical cer-
tificate is separate from the process to obtain a merchant
mariner credential. To start the process, mariners fill out
Form 719K, Application for Merchant Mariner Medical
Certificate or the Form 719 K/E, Application for Merchant
Mariner Medical Certificate For Entry Level Ratings. The
medical evaluation program for mariners is considered an
“open” system in that mariners can choose any medical
provider—physician, physician assistant or nurse prac-
titioner—to perform the required physical examination
and complete the application. The mariner then submits
the application and required documentation to one of the
Coast Guard’s 17 Regional Examination Centers (RECs) for
preliminary review. Once the REC completes its review, the
application is forwarded to the Medical Evaluation Division
at the NMC, which is solely responsible for ensuring a medi-
cal certificate is efficiently provided to qualified mariners.
The National Maritime Center measures the success
of the current medical certification process by the metric
of Net Processing Time (NPT). The NPT is the total time
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Personal protective equipment is essential to mariner safety. U.S. Coast Guard
National Maritime Center photo.

the Coast Guard spends processing the application, from
receipt to issuance of certificate, and does not include the
time waiting for information from mariners, denials, or
appeals. The Medical Evaluation Division’s goal for NPT is
less than 20 days. By the end of January 2017, the NPT had
reached an all-time low of 8.49 days, with 97 percent of the
certificates being produced within the 20 day goal.

On the Horizon

There is no question that standardization of processes
and creation of a stable workforce at the NMC has vastly
improved the quality and consistency of the centralized
evaluation. Further areas for process improvement clearly
point to the need for training and guidance to medical pro-
viders performing the actual physical examinations. The
quality of the physical examinations performed is highly
variable and the recognition that supporting documenta-
tion is needed for significant health conditions is virtually
non-existent by the majority of providers performing these
examinations. Requesting additional medical information
from the providers who perform mariner medical fitness
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Key Functions Performed by the Medical Evaluation Division

« Certified Medical Assistants review every 719K or K/E
that arrives in the medical division. Although unable
to grant waivers, they are able to process more than
70 percent of the daily mariner files received where no
further review is required.

« Medical evaluators review the 719Ks that require a more
comprehensive review due to medications, injuries,
illness, or a significant medical history.

« Medical evaluators have the ability to grant waivers.
They can also request additional information if not

evaluations is necessary for almost 10 percent of applica-
tions seen in the medical division. The end result is delays
in processing while awaiting the submission of additional
mariner medical information. Additionally, physical exams
performed by medical providers not familiar with the phys-
ical demands on merchant marines have been identified by
international colleagues as a significant weakness in our
program. Trained providers are considered standard prac-
tice for medical credentialing programs in countries such as
Canada and Great Britain.

In 2015, reform of the merchant mariner medical certi-
fication process was mandated by the Congressional Coast
Guard Authorization Act, Sec. 309 (P.L. 114-120). It defines
the creation of a Designated Medical Examiner Program
(DMEP) that includes a “trusted agent” who may issue a
medical certificate to qualified mariners. The development

1 || By
Color vision and visual acuity requirements are important to mariner safety.
U.S. Coast Guard National Maritime Center photo.
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enough documentation has been provided to allow
them to make a determination.

« When a medical evaluator has determined the mariner

may NOT be fit for medical certification, the file is
submitted to the division chief, an Occupational
Medicine physician, for final determination. Fewer than
2 percent of all 719Ks sent for final level review are
found not fit for medical certification.

« All 719K applications recommended for denial are

submitted to the Division Chief for final approval/denial.

of a DMEP will allow the Coast Guard to improve part-
nerships with industry stakeholders while simultaneously
serving the mission of the Coast Guard and the National
Maritime Center. Development of this program will
improve communications between stakeholders, the qual-
ity of submitted examinations, and contribute to overall
improvement in medical fitness determinations. The proper
balance of prevention, mariner safety, and health will con-
tinue to guide improvements to this robust program for
the diverse workforce of dedicated merchant mariners. The
journey continues.

About the author:
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Current Happenings

Addressing the Challenges
of Cyber Security

Sector New York works to build beneficial relationships

by CAPT MicHAEL Day
Sector Commander, Sector New York
U.S. Coast Guard

The economic vitality and national security of the United
States depends on a vast array of interdependent and criti-
cal networks, systems, services, and resources that consti-
tute, in part, cyber space. It’s far too easy to take for granted
how we communicate, travel, power our homes, bank, run
our economy, and manage our integration into the larger
“cyber ecosystem.” To better understand future implica-
tions and challenges for the Coast Guard and the marine
transportation system (MTS), writ large,
Sector New York developed a cyber pro-
gram with three main goals:

e Increase corporate knowledge of
cyber security efforts within the
Port of New York and vessels calling
on the port complex.

e Partner with world-class entities to
look for the “best-in-class” cyber
practices, then evaluate and harvest
those concepts that show promise
for applicability to the broader MTS.

e Develop an exercise system that
tests and evaluates cyber resiliency,
just as we would prepare to respond
to any other reasonably likely sce-
nario with the potential to produce
severe consequences.

As an operational commander con-
sidering where and how best to invest
effort, the calculus of risk management
makes it essential to consider both the
impacts and return on investment in the
allocation of scarce resources. It would
be relatively easy and benign to wait
for somebody else to frame the cyber
issues. As U.S. Coast Guard Comman-

LT Cuabp Ray
Cyber Security Liaison Officer
U.S. Coast Guard

at a Center for Strategic and International Studies (CSIS)
forum in Washington, D.C., on June 17, 2015, if government
agencies can share best practices and establish voluntary
standards in cyber security, then enlightened self-interest
will prompt private companies to adopt them.! Discussing
cyber vulnerabilities and how a cooperative cyber engage-
ment strategy may mitigate them and allow for a quicker
response has been deemed a worthwhile investment.

Cyber Discipline Tiger Team Discovery Lead Chief Warrant Officer Steven A. Chipman inspects a
network router box at Coast Guard Finance Center. Checking for vulnerabilities, Tiger Teams are
inspecting, testing and scanning the security of all web-based interfaces and applications interfac-

ing the Coast Guard unclassified network to bring units into compliance. U.S. Coast Guard photo by

dant Admiral Paul Zukunft pointed out
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Senior Chief Petty Officer Sarah B. Foster.
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Yogi Berra once famously opined that “The future ain’t
what it used to be.” So, too, the future of cyber security
won’t be what it is today. The only foreseeable constant is
that it will likely remain difficult to accurately define; it will
potentially be unbounded, as cyber intersects across virtu-
ally all aspects of politics, society, and the economy, among
other aspects of everyday life.

We urge each of you reading this article to consider
what resources you have available and how you might con-
tribute to the larger dialogue as we think about the future.
The cyber issue is not going away—if anything, the chal-
lenges will follow an exponential
curve as technologies and threats
evolve. That makes it an impera-
tive for each of us to continue to
understand the threats and miti-
gate their impacts so we can learn
how to better operate within the
cyber ecosystem.

High Stakes, High Regard
According to the Lloyd’s (of Lon-
don) City Risk Index, cyber attacks
outweigh physical terrorism in
the amount of gross domestic
product (GDP) at risk: $294.15 bil-
lion, compared to $98.2 billion.
Of the 301 cities analyzed world-
wide, New York ranked number
one at risk for loss of GDP by way
of cyber attack, with a potential
vulnerability of $14.08 billion.?

The U.S. Coast Guard released
its national cyber strategy in June
2015 to emphasize the impor-
tance of making cyber security
a critical operational domain. As
a result, Sector New York and its
industry port partners have ele-
vated cyber security to the high-
est level of importance. Elevating
cyber defense culture and status
in this regard is the first line of
defense in reducing the vulner-
ability public and private entities
face. Information, operations, and
public perception are all equally
at risk. However, the develop-
ment and collaboration surrounding pertinent cyber secu-
rity protocols within the MTS remains limited.

Port Partner Outreach—and Beyond
In a completely voluntary environment, Sector New York
started the conversation by inviting MTS port partners, port
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Coast Guard Information Systems Technicians are respon-
sible for establishing and maintaining Coast Guard computer
systems, analog and digital voice systems—telephones and
voicemail—and installing and maintaining the physical net-
work infrastructure that ties the systems together. U.S. Coast
Guard photo by Petty Officer Etta Smith.

operators, critical infrastructure/utility personnel, local and
federal authorities, academia, and various subject matter
experts from dissimilar institutions to discuss potential
cyber risks within the maritime domain.

In an unusual move, we also reached out to representa-
tives of the financial services industry. It’s really not that
strange, though, considering the current state of cyber
security and which market segment best epitomizes the
need for it. Taking advantage of their close proximity, Sector
New York reached out to Wall Street firms to help shape the
cyber narrative. The ability to partner with non-traditional
Coast Guard actors like Goldman
Sachs, Con Edison, NASDAQ,
and American Express, as well as
the robust maritime port commu-
nity, enabled us to make a more
comprehensive and nuanced
assessment of cyber vulnerabili-
ties, informing us about what to
expect in terms of various market
segment response posture.

Leveraging the Coast Guard’s
Area Maritime Security Commit-
tee (AMSC), Sector New York laid
the foundation to facilitate quar-
terly, semi-annual, and annual
meetings to bolster awareness of
cyber issues within the port. The
beginning phase of these meet-
ings helped establish proper per-
sonnel, definitions, and common
understandings pertaining to
vulnerabilities from an industry
perspective.

Cyber Security Subcommittee
and Liaison Program
Executing these meetings under
the umbrella of the AMSC, Sector
New York developed the nation’s
first regional-level cyber security
subcommittee. This subcommit-
tee strives to identify opportuni-
ties for MTS port partners to share
information and work in an envi-
ronment of training and learning.
As a result, cyber security mea-
sures are hardened, new threat
analyses are developed, and time and money are saved.
Through the AMSC cyber security subcommittee and
the MTS port partner/ USCG relationship, Sector New York
established a cyber security liaison outreach program under
the commandant’s strategy to “leverage partnerships to
build knowledge, resource capacity, and an understanding
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of MTS cyber vulnerabilities.”
The Cyber Security Liaison Pro-
gram consists of a member of the
local Coast Guard unit, dressed
in civilian business attire, meet-
ing with facility security officers
and information technology
(IT) management to conduct an
overview of a respective busi-
ness from management and
operational perspectives.

Once a liaison officer
achieves a relative understand-
ing of the business’ cyber
operations, he or she begins an
in-depth cyber security conver-
sation with IT management. The
officer directs the discussion
toward learning IT and industry
best practices to identify com-
mon ideas and perspectives on
cyber defense within the indus-
try. These conversations have
become especially beneficial to
understanding what each terminal or agency identifies as
the most important cyber security vulnerabilities.

The Cyber Security Liaison Program also has provided
company anonymity. The Coast Guard meets with MTS port
partners in their offices or agency offices—as their cyber
protocol allows—to openly discuss a normally sensitive/
guarded topic. This offers a comfortable environment for
operations and management to discuss currently unreg-
ulated and publicly sensitive items within the company’s
cyber program.

A

tee. U.S. Coast Guard photo

Key Players

Sector New York has included its parent units, the First
Coast Guard District and Coast Guard headquarters, to
bolster the cyber security discussion within the port. In
May 2016, Admiral Paul Zukunft and members of his staff
were the keynote guests at the first cyber security lun-
cheon hosted by the AMSC cyber security subcommittee.
In conjunction with Con Edison, Sector New York hosted
two separate meetings with the commandant at this
event.

The first meeting consisted of roughly 20-25 influen-
tial partners within the Port of New York/New Jersey. This
provided an intimate environment with the commandant
and lead USCG cyber security staff officers. Questions and
conversations revolved around Coast Guard cyber security
involvement in public and private industry, law enforce-
ment, budgeting, and advancement for educational institu-
tions. The second meeting was a luncheon that involved
more than 90 vital maritime port partners engaging in an
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Coast Guard Commandant Admiral Paul Zukunft participates in the May 2016 opening meetings held at Con
Edison with foundational members from the Area Maritime Security Committee’s Cyber Security Subcommit-

open-forum Q&A discussion on how and what the Coast
Guard’s role should be within the cyber realm.

This was an impressive turnout for an AMSC cyber
security subcommittee event, which further highlighted
the community’s concern surrounding this issue. Sector
New York’s ability to get the most influential leaders from
the Port of New York/New Jersey under one roof to focus
on maritime cyber security and provide Coast Guard lead-
ership with real concerns and issues demonstrated a high
level of port-wide buy-in toward defending against cyber
breaches.

Sector New York has devoted itself to championing a
cohesive cyber security subcommittee, developing a strong
foundation through the unit’s area maritime security com-
mittee. The ability to get the right people in the same room
to ask very difficult questions regarding cyber security has
given local experts the capability to put theoretical discus-
sions into physical practice. The subcommittee has notably
been able to leverage partners from MTS ports, academia,
companies from separate industries with more robust and
articulated cyber programs—financial institutions and
utility companies among them—and local state and fed-
eral authorities such as the New York Police Department,
New Jersey State Department of Homeland Security, and
the Federal Bureau of Investigation.

Tabletop Exercise “Cyber Intrusion”

Most recently, Sector New York and the cyber security sub-
committee continued its outreach to port partners through
the Coast Guard Exercise Support Team.
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ogy in Hoboken, New Jersey. U.S. Coast Guard photo

The exercise support team specializes in developing
potential workshops, tabletop exercises, and eventual full-
scale exercises to simulate cyber vulnerabilities. In addition,
the team sets a foundation for positive communications
between industry partners and the authorities that would
provide aid in the event of a marine transportation system
cyber compromise.

The tabletop exercise “Cyber Intrusion” was brought to
life in August 2016. Developed by the AMSC cyber security
subcommittee, USCG Exercise Support Team, Stevens Insti-
tute of Technology’s Maritime Security Center, Louisiana
State University —Stephenson Disaster Management Insti-
tute, and the New Jersey Office of Homeland Security and
Preparedness, the exercise focused on hypothetical cyber
scenarios, with an emphasis on discussing realistic reac-
tions and expectations in the event of a cyber attack.

Day one was held at the Stevens Institute of Technol-
ogy in Hoboken, New Jersey, and hosted more than 60 par-
ticipants from oil and gas terminal operations. Day two
was held at Maher Terminals in Elizabeth, New Jersey, and
hosted over 60 participants from container terminal opera-
tions. Day three was held at the New York City Office of
Emergency Management, and hosted more than 50 partici-
pants from passenger and ferry operations.

Many private companies were initially guarded, unwill-
ing to openly discuss their proprietary business operations
and true vulnerabilities. But once they realized the ben-
efits of combating cyber threats as a community, the exer-
cise began to stimulate discussions for best practices, the
domino effects of a cyber breach, training scenarios, possi-
bilities for grant funding, avenues for information sharing,
and eventual investigations and prosecutions against cyber
offenders. Overall, participants finished the exercise feeling
encouraged to discuss the unknown and unregulated side
of cyber security, pledging to play a larger role in the devel-
opment of cyber security within the port.

7=
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Coast Guard Sector New York Deputy Commander Captain Thomas Morkan delivers opening
remarks at the August 2016 cyber security tabletop exercise held at the Stevens Institute of Technol-

Cyber Defense and Cyber Posture
Lessons Learned

Through the cyber security subcommit-
tee’s extensive commitment, consistency,
and hard work, Sector New York has
gained a greater understanding of the
cyber environment within the MTS. The
broad spectrum of cyber defenses range
from large, multi-national corporations
with dedicated staff and resources to the
smaller, privately owned operators who
treat cyber security as more of a collat-
eral duty.

One challenge within the port com-
munity is the threat of information theft.
Larger companies are often able to allo-
cate a greater budget for the more highly
sophisticated, intricate cyber postures
they employ, as well as abundant resources to protect their
information. When these large corporations interact with
and share this protected information with smaller port
operators as part of their normal business practices, the
smaller companies may not have the same level of cyber
protocols and defense, which could leave such highly valu-
able information more susceptible to theft.

Another challenge is communication. A large percent-
age of MTS port partners understand that cyber security is
increasingly critical, with definite vulnerabilities. However,
the communication among private port partners is limited.

In the event of a cyber breach, for example, affected
organizations may be reluctant to report it to authorities for
fear it may negatively affect their business operations, repu-
tation, or stock value. The distress of hurting the company’s
public perception and bottom line is the main concern for
all parties involved. Some larger MTS port partners tend
to focus on rectifying the breach internally and resuming
operations as soon as possible rather than reporting a cyber
security breach to the public or the appropriate authori-
ties. The fear of being labeled as a company that has been
“hacked” often outweighs the benefit of reporting poten-
tially helpful information to authorities.

Though growth is limited, more MTS port partners
are making cyber security education a priority, and their
knowledge and understanding of standards at other com-
panies and institutions is beginning to expand.

Information Technology Lessons Learned

In spite of their pride in the industry’s blue collar, physi-
cal roots, those employed in the maritime domain must
interact with the technology that makes it possible to keep
up with today’s demanding business world. The mariners,
longshoremen, truck drivers, and terminal operators cannot
bypass the applications and devices integrated into daily
terminal operations. These operations and workers act as
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the hands to the logistical mind for getting a container
from origin to destination in preparation for the holiday
inventory, for the 300,000 barrels of oil imported every other
day from the Middle East to fuel our economy, or to a ferry
system that transports 60 million commuters around the
New York metro area every year.

The “all-in-one” approach is common for handling our
MTS port partners’ IT divisions and staffing issues. Their
funding, staffing, and locations are often set up to share
responsibilities within a single IT staff. Current cyber pos-
tures allow them to maintain a help desk or hotline for
immediate IT help, network and hardware set-up for physi-
cal equipment, and analytics of cyber threats. In reality, this
is merely ciphering through potential cyber threats and
deciding whether or not they are legitimate contacts, emails,
or files. These problems and questions are often assigned to
one staff under one roof.

Our counterparts at top financial institutions, consid-
ered the industry standard when it comes to cyber security,
do not have a “one-stop” IT shop. These branches within the
IT staff—help desk/hotline, network and hardware set-up,
cyber defense—are segmented and responsible for their
own area of expertise.

In fact, the cyber defense branch is further segmented
to augment investigation and response in the areas of cyber
defense and cyber forensics. The cyber defense division
focuses on hardening the company’s cyber posture and
strengthening its preventative measures. The cyber foren-
sics division concentrates on analyzing incoming threats
and breaches, where the threats came from, what the threats
were seeking, potential dwell time, and other various infor-
mative trends.

What we also find vital to the citadel of cyber security
for our financial institutions are some essential informa-
tion technology practices and processes. Though they may
not apply to the overall demands of the maritime domain,
understanding the financial industry’s tactics in cyber secu-
rity can better inform the maritime industry in building its
own fortress and standards for cyber security. These intro-
ductory practices and processes implemented by a wide
number of financial firms have much in common with the
practices implemented by the Coast Guard for incident
response—a process very familiar to the Coast Guard’s
port partners. The process of identification, coordination,
response, and resolution can be directly correlated to the
cyber domain. In broad strokes, port partners from the mar-
itime domain can use these four foundational practices to
better harden their own cyber security programs.

Next Steps

Through the AMSC cyber security subcommittee’s imple-
mentation, the cyber security conversation has begun
among Port of New York/New Jersey MTS port partners.
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Continuing this open line of communication by way
of CG Homeport pushing constant information and bul-
letins, regularly scheduled meetings, and hosting various
workshops and tabletop exercises led to a successful two-
day Cyber Game & Workshop held in Brooklyn, NY on
August 15th and 16th, 2017. Approximately 65 participants
each day represented over 50 different public and private
sector organizations from the Port of New York/New Jersey.

Day one’s Cyber Game provided a venue for discus-
sion, training, and competition aimed at better informing
port partners of the current vulnerabilities that lie within
cyber security and the MTS. To participate, entities were
requested to bring one “Cyber Technician” for technical
assistance, and one “Decision Maker” for holistic assess-
ments with a business perspective.

The Cyber Game identified top functions, services or
assets, and potential adversaries as well as a hypothetical
“Red Team” vs. “Blue Team” timeline to develop threats and
cautionary reactions.

Financial Foundations:
Four Principles
for Cyber Security

. Identification—Understand what equipment and
application programs are most vulnerable.

. Coordination—Ensure the equipment and
programs running the maritime operations are
up-to-date.

. Response—Limit the exposure and vulnerability
of the greatest risk: the end user.

. Resolution—Promote awareness and education
throughout the industry for a higher standard of
cyber hygiene.

During the Cyber Game, participants conducted risk
assessments to identify the port’s most critical cyber infra-
structure. The game highlighted the interconnectivity of the
port, the potential cascading effects of a cyber breach, and
the resultant importance of collaboration in responding to
cyber threats, setting the stage for the workshop on day two.

Various presenters across the public and private sector
presented information on the following topics during the
workshop:

e Legal Issues and Ramifications of Cyber Breaches/
Attacks within the Maritime Domain,

e Current State of the Maritime Cyber Security
Landscape,
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e Vulnerability Management, Risk Assessment, and IT
Systems Improvement,

e Exercise Methodology and Available Exercise Tools,
and

e Operational Technologies Systems Improvement.

The two-day event highlighted two important themes:
First, cyber security requires collaboration. Because of the
interconnected nature of the port, cyber resilience must be
a shared goal.

Second, to respond to the cyber threat, we should
shift the discussion from “cyber security” to “cyber risk
management.” Threats come in all forms, from individual
hackers, to foreign governments, to outdated technology
and to employees with poor “cyber hygiene.” With such a
diverse set of threats, we may not be able to reach absolute
cyber security. We can, however, conduct risk and vulner-
ability assessments, quantify our risk, focus on our critical
infrastructure, and take responsible steps to mitigate and
respond to threats.

Importantly, concluding the two-day event, participants
were willing and eager to collaborate by sharing vital infor-
mation on cyber threats, and to work together to produce
regional-level guidance on cyber security best practices as
part of a continuing effort to make the Port of New York and
New Jersey more cyber resilient. This was a positive shiftin
attitude compared to just a year before.

The AMSC cyber security subcommittee will continue
to promote the ideas and lessons learned from its comman-
dant luncheon, tabletop exercise “Cyber Intrusion,” and
continued interaction with port partners through the Cyber
Security Liaison Project. These ideas and lessons learned
have been shared with MTS port partners as well as local,
state, and federal authorities.

For our MTS port partners, the ideas and lessons
learned include using and bolstering the Maritime Informa-
tion Sharing Analysis Center, continuing to gain company
buy-in for sharing information amongst industry partners,
and educating port partners on the use of FBI Infraguard/
Cyberhood, an FBI forum for cyber attack reporting and
analysis. This integration with FBI capabilities will help
to push vital notifications and more efficiently engage in
investigations in the event of a cyber breach, leading to a
potential increase in the prosecution of cyber offenders.

For local, state, and federal authorities, the ideas and
lessons learned deal heavily with the sensitivity and dis-
cretion demonstrated in information reporting. As a bridge
between industry and government, the AMSC cyber secu-
rity subcommittee stresses to similar Port of New York/
New Jersey law enforcement entities an understanding that
detailed information sharing is detrimental to a company’s
bottom line and stock prices.

The sharing of a company’s name, specific data stolen,
or any association with the label “hacked” can cripple a
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company. The lack of discretion in gathering and dispers-
ing self-reported information will deter companies from
reporting breaches and defeat the purpose of information
sharing. Sector New York aims to foster productive informa-
tion sharing and encourage self-reporting in the event of a
possible cyber breach.

Conclusion

Coast Guard Sector New York has embraced its role within
the cyber ecosystem through the professional relationships
it has forged through its AMSC cyber security subcommit-
tee and the numerous resources it has developed outside of
typical maritime actors.

We will strive to increase corporate knowledge of cyber
security efforts within the Port of New York/New Jersey
and the vessels calling on its port complexes, and partner
with world-class entities to look for the “best in class” cyber
practices. We will evaluate and harvest the concepts that
show promise for applicability to the broader MTS. We will
develop an exercise system that tests and evaluates cyber
resiliency. We will do this as part of Sector New York’s ever-
evolving mission to better understand future implications
and challenges for the Coast Guard and the MTS in this
rapidly evolving cyber domain.

Our success in achieving these three main goals will
depend upon the adaptability of the men and women
engaged in the larger dialogue. This cyber issue and the
steps we take to operate within, understand, and mitigate
impacts to the cyber ecosystem begin with a forward-lean-
ing Coast Guard that is engaged and leveraging its unique
role in the maritime industry.

Sector New York has heavily committed to gaining a
better understanding of cyber challenges, and the return in
terms of knowledge and new partnerships has proven to be
a worthwhile investment.
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Improving Deep Water Ocean
Drilling Safety and Operations

Response to Deepwater Horizon

by MR. James Rocco
Senior Director
Policy and Regulatory Affairs
International Association of Drilling Contractors

MR. BrRiaN BuBar
Marine Technical Advisor
International Registries, Inc.

On April 20, 2010, the crew of the mobile offshore drilling
unit (MODU) Deepwater Horizon was in the final phases of
temporarily plugging the Macondo well in the Gulf of Mex-
ico so they could move the rig on to her next assignment.

In the course of the operation, flammable gases travelled
from the well head up about 5,000 feet of pipe to the rig and
ignited. Well control efforts could not stop the flow, explo-
sions occurred, and fires raged
to the point that the rig had to be
evacuated. Eleven of the 126 crew
members on board did not survive.
Two days later, the unit sank to the
bottom of the ocean.

What is a MODU?
The earliest MODUs, quite sim-
ply, consisted of a drilling derrick
and other associated equipment
installed on a barge, allowing these
units to be brought to an offshore
location to perform the required work. The limitations of
these pioneering units quickly became apparent. In order
to meet the evolving demands of accessing deeper, higher-
pressure reservoirs in ever deeper waters, the global indus-
try responded by broadening the suite of MODU types.
The last 60-plus years have arguably been witness to
advances in offshore drilling paralleling the advances in
computing and communication technologies over this same
period. In 1954, the first purpose-built mobile offshore drill-
ing unit was deployed in 40 feet of water. As technology has
advanced, the latest of these specialized units are capable
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In order to meet the evolving
demands of accessing
deeper, higher-pressure
reservoirs in ever deeper
waters, the global industry
responded by broadening
the suite of MODU types.

MR. GEORGE GRILLS
Staff Engineer
Office of Design and Engineering Standards
U.S. Coast Guard

of drilling wells in water depths greater than 12,000 feet
and extending to a total depth (TD) in excess of 35,000 feet
below the seafloor.

Additionally, as offshore drilling technology has pro-
gressed, the types of MODUs have expanded to satisfy a
demanding variety of operating environments. Weather,
water depth, oil and gas reservoir characteristics, and eco-
nomics are just a few of the many
considerations made in determin-
ing the right MODU type for any
particular drilling project.

MODUs are typically owned
and operated by drilling contrac-
tors and leased to oil exploration
and development companies to per-
form drilling operations on their
behalf. In addition to drilling activ-
ity, the MODU may be used to per-
form a variety of other tasks, often
with other specialized contractors,
to ensure a well is made ready to produce the oil and gas
from the reservoir. This process may include “temporary
abandonment,” where the well bore is safely plugged with
the intention to reenter and produce the well in the future
when the oil company chooses to install surface and/or sub-
sea equipment and facilities to begin production.

The Semisubmersible Deepwater Horizon

In 2010, the crew of the semisubmersible Deepwater Hori-
zon had just completed drilling the Macondo well to its tar-
get depth. In order to temporarily abandon the well, they
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MODUs Commonly Used Today

P Submersibles—These units are submerged to rest on the
seabed, with the working deck remaining above water
prior to beginning drilling activities; they have very limited
water depths.

P Semisubmersible—These units have a specialized hull
form that allows for efficient movement between oper-
ating locations. Upon reaching the operating location,
the unit is submerged to a more stable operating draft.
They may be anchored or dynamically positioned while
conducting drilling activities and can operate in a wide
variety of water depths.

Semisubmersible oil rig, the West Orion (6th generation). Photo
courtesy of Seabed.

The Transocean drill ship Discoverer Inspiration (foreground) was
involved in the Deepwater Horizon response. U.S. Coast Guard photo
by Petty Officer Jonathan Caruk.
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P Jackup—A barge-type structure typically supported by
three legs that extend to the seabed to “jack up” the hull
structure out of the water to provide a stable work plat-
form; limited to a depth of 450 feet of water, or less.

A jackup oil rig, the Sail Mobile, in the Gulf of Mexico, just off
the coast of Mobile, Alabama. U.S. Coast Guard photo by Petty
Officer Chad Saylor.

P Drill Ship—A “shipshape” vessel with the derrick and

drilling equipment installed amidships and typically held
in position via dynamic positioning systems. They can
operate in a wide variety of water depths.
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placed a cement plug to isolate the well’s production casing
from the oil reservoir. Having pressure-tested the plug, they
began removing the drilling fluids from the well bore by
pumping seawater into it.

Displacing the mud with relatively lighter seawater
reduced the hydrostatic pressure inside the well, creating
a negative pressure condition compared to reservoir pres-
sures outside the well bore casing. This should not have
been a problem, as the cement cap had been placed to
“seal” the reservoir pressure from the well. However, the
cement used to seal the reservoir from the well bore casing
failed. This failure allowed large volumes of oil and gas
under extreme pressure to travel up through the subsea well
control equipment and the drilling riser to the deck of the
Deepwater Horizon, where it encountered an undetermined
ignition source.

Regulating MODUs on the

Outer Continental Shelf

Several agencies of the federal government share regula-
tory responsibility and jurisdiction over activities in the
U.S. Outer Continental Shelf (OCS). MODUs in the OCS are
regulated by the Coast Guard, as well as two Department of
the Interior agencies: the Bureau of Ocean Energy Manage-
ment (BOEM) and the Bureau of Safety and Environmental
Enforcement (BSEE).

BOEM'’s primary responsibility is to manage the devel-
opment of the United States’s offshore resources, which
include minerals, petroleum, natural gas, and renewable
energy sources, like wind power. For MODUs operating on
the OCS, BOEM regulates where they can drill and what can
be exploited for commercial purposes through its manage-
ment of oil and gas lease sales.!

BSEE is “responsible for developing, implementing,
and enforcing regulations concerning oil, gas, and sulphur
exploration, development, and production operations on the
Outer Continental Shelf. BSEE also reviews and approves oil
spill response plans submitted by owners and operators of
offshore facilities and undertakes periodic inspections of oil
spill response equipment.”?

Because of overlapping jurisdiction within USCG and
BSEE regulatory authorities, the two agencies have entered
into a series of Memoranda of Agreement to “provide spe-
cific guidance on each agency’s role and shared responsi-
bilities for regulating various OCS activities, facilities and
units.”3 These agreements clarify the roles and functions
each agency will perform under their respective authorities
in order to coordinate regulatory responsibilities effectively.

For its part, the USCG prescribes rules for the design,
construction, equipment, inspection, and operation of
MODUs. Different regulatory requirements apply to U.S.
and foreign flag MODUs.* MODUs registered in the U.S.
are treated much like any other major category of vessel
regulated by the USCG. They have their own dedicated

www.dco.uscg.mil/Proceedings/

The Deepwater Horizon oil drilling rig. U.S. Navy photo by Petty Officer 1st
Class Michael B. Watkins.

subchapter in Title 46 of the Code of Federal Regulations,
must be issued a USCG Certificate of Inspection (COI) in
order to operate, and have the option to enroll in the Alter-
nate Compliance Program.

The Coast Guard regulates foreign-flagged MODUs
operating on the OCS in the capacity of a “coastal state.”
Coast Guard regulations for foreign flag MODUs allow
the option to comply with the standards applicable to U.S.
flag MODU, or the International Maritime Organization’s
“Code for the Construction and Equipment of Mobile Off-
shore Drilling Units,” simply known as the MODU Code.

More than four decades ago, IMO—then known as the
Inter-governmental Maritime Consultative Organization—
recognized the need to establish standards for MODUs.
They were increasingly moving and operating in and out
of territorial waters of different countries, leading to the
desire for consistent standards of safety and operational
requirements among varying coastal state requirements.
IMO decided that applying the requirements of the Inter-
national Convention for the Safety of Life at Sea (“SOLAS”)
was inappropriate for MODUs, and developed the MODU
Code to provide a standard for these units equivalent to
the requirements of SOLAS. It was first adopted in 1979.5
Revised versions of the MODU Code were adopted in 1989
and 2009.

Unlike the SOLAS convention, which was developed by
the IMO, the MODU Code is considered a non-mandatory
standard; thus, no member of the IMO, including the U.S,,
is obligated to impose its provisions. However, the U.S.
accepts compliance with the MODU Code as an equivalent
to USCG regulations, so long as the MODU complies with
several additional specific requirements. Regardless of the
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Proposed MODU Code Amendments

Areas of
Recommended
Improvement

Amendments
Proposed

Sustain the integrity
of areas classified

as hazardous areas
due to the possible
presence of
flammable vapors

- Qualified personnel are to perform repairs, overhauls,
and maintenance in accordance with appropriate and
recognized standards

To ensure certifications remain in force, maintain a record
of service for all work performed on electrical equipment
in hazardous zones

To mitigate the potential for ignition risk, require
certification or other restrictions to control the use of
portable equipment introduced into hazardous areas for
periodic use

Enhance the design
of passive systems
to resist the effects
of blast, heat, and
flame characteristic
of hydrocarbon fires

Further limit the placement of accommodations, vital
machinery, and equipment in spaces adjacent to the drill
floor and other high-risk areas

Establish a new, more robust “H-60" fire boundary
standard in place of the “A-60" fire boundary standard for
the protection of crew in higher-risk industrial areas, and
provide additional firefighting capability at the drill floor

Use recognized standards when performing explosion blast
risk evaluations, where necessary

Positioning/
station-keeping of
the MODU while
connected to the
seabed

Clarify operational measures to sustain well integrity during
operations

Clarify the authority of the person in charge (PIC) to
enhance communication and control during critical and
emergency operations

« Where a master is assigned, ensure the master is designated
as the PIC at all times

Focus on training,
drills

- Refine the frequency and scope of emergency drills
« Add training for davit-launched life rafts

- Provide for alternative methods for lifeboat drills that
complement conventional hands-on exercises

well as the Department of Homeland
Security. The reports and recommen-
dations produced by these indepen-
dent investigations were forwarded
to the IMO for consideration toward
possible improvements to its standards
and instruments.

Subsequently, the United States,
the Marshall Islands, and the Inter-
national Association of Drilling
Contractors” submitted a joint paper
requesting that IMO’s Maritime Safety
Committee consider amending the
2009 MODU Code. The committee
accepted the request and directed a
subordinate subcommittee—ship sys-
tems and equipment—to review the
MODU Code with the specific pur-
pose of recommending amendments
in support of safety and operational
improvements.

The proposed MODU Code
amendments were based on a review
by the IMO’s Subcommittee on Imple-
mentation of IMO Instruments of the
coastal and flag state investigation
reports and an initial proposal the
U.S. submitted to the ship systems and
equipment subcommittee. The IMO
Maritime Safety Committee, at its 98th
session on June 9, 2017, adopted reso-
lution MSC.435(98) on “Amendments
to the Code for the Construction and
Equipment of Mobile Offshore Drilling
Units, 2009 (2009 MODU Code)” for
mobile offshore drilling units, the keels

of which are laid or at a similar stage of

construction on or after 1 January 2020.

standard applied, in lieu of a COI, the Coast Guard issues
a certificate of compliance to foreign-registered MODUs.
Deepwater Horizon was one of these, holding a certificate of
compliance on the OCS and certificated to the requirements
of the Republic of the Marshall Islands, which mandates
compliance with the IMO MODU Code.°

Amending the IMO MODU Code

In response to the Deepwater Horizon casualty, the United
States, as the coastal state, and the Republic of the Mar-
shall Islands, the flag state, launched investigations into the
causes of this terrible accident. The Marshall Islands par-
ticipated in public hearings held as part of the joint inves-
tigation conducted by the Department of the Interior, as
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MODU Code Amendments

The changes to the IMO MODU Code directly address
many of the recommendations resulting from the Deepwater
Horizon investigations, largely impacting fire protection,
lifesaving and emergency procedures, and operations
addressed in the code. Though many of these recommenda-
tions weren't created based on causal factors or conditions
present in the casualty, through the intense scrutiny